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Abstract
Computer viruses are very typical problem for sgcénd this problem is quite typical to solve . fiéare variou
reasons due to which this special problem is nttngesolved completely .In this paper we vfocus on various

open problems regarding the concerned don
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Introduction
Computer viruses have the property of -
replication and they are supposed to have artif
life but their survival and expansion is very hauh
since their activity creates threat for issues
privacy . There are following techniques that gec
to detect computer viruses .

1. Signature based detection

2. Smart scanning

3. Skeleton detection

4. Heuristic analysis

5. Filtering

6. Generic detection
These methods of computer virus detection are
but they show false positive and false negatives
since thereare various open issues in complt
virology that prevents to resolve this issue cortgbye
. In this paper we will try to focus on some iss
from various domains that are responsible for ¢
problems in computer virus research.

Open Issues

1. Thereare various heuristics that are used to de
the computer viruses the result of using heuris
may be inexact so their is always a doubt
techniques developed using heuristics will bel
and how many problems will arise in it |

2. The issue ofomputer virus spread is anott
factor that includes birth rate , death rate antibua
pattern between program . These factors need
analysed because they still produce a kind
mystery[1].

3.There should be digital immune system that r
be deeloped centrally to extract signature ¢
distribute globally[1] .

4. We always defend for computer viruses , ti
should be a system to develop the system that se
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the future behaviour of computer viruses so thay
can be prevented .

Source cod fragmented malware has been prove
be NP complete in general .
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Fig. Shadow attack[2]

Detection of shadow attacks is NP complete

Definition A shadow attack can he regarded as a pm-
gram transformation function SA, : given a program p and
some malware specifications M as inputs. 4, will gener-
ate a multiple-process program p’ with two properties: (i)
Dietect(p’)—False while Detectipl—True, i11) p’ has the same
functionality as p.

The issue of open problem regarding comp

viruses can be seen in mathematical domain . A

as computing isconcern Turing machine is

universal tool but there are lot of problems tha

not be solved by Turing machir

Hopcroft and Ullman (1979, 4.48) formally define
a (onetape) Turing machine astuple[3]
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M = {Q. T, bg E, 5! qos JLTP)Where

Ll CL‘! is a finite, non-empty set ofates

» ['isa finite, norempty set of th tape
alphabet/symbols

» b€ l'istheblank symbol (the only symbo
allowed to occur on the tape infiniteoften at
any step during the computatio

. Y g r \ {b} is the set ofnput symbols
« Go € Qis theinitial state

. F g Q is the set ofinal or accepting states.

. 0 Q\NFxI—-@QxTI x{L, R}

is apartial functioncalled ,where L is left shift, R i
right shift. (A relatively uncommon variant allo\
"no shift", say N, as a third element of the la
set.According to Church theorem if an algoritt
exists it can be solved by Turing machine . |
impossible to create a Ting machine to determine
a given TM will stop or not using specific inputhd
limitations of Turing machine also come a:
barrier to make a complete defensive matheme
model for computer viruses it is due to the faett
viruses have grown upt typical forms like
metamorphic viruses that have various var
making capacity , these type of successive grafv
computer viruses created a challenge among
researchers involved in computer antivirus desi
Fred cohen in proved that the gerl problem of
detecting computer virus is undecidable . D. Sfis
proved that the detection of bounded ler
polymorphic virus is NP complete . There are vasi
issues related to complexity and classifica
regarding computer viruses[4].

1. Ifinfectedprogram set is undecidable , wl
is it's time complexity ?

2. If infected program set , what is the ti
complexity of recursive set containil
infected program set ?

3. It has been proved that polymorphic viru
with infinite form exists but have not se
yet in real world . The open issue in tl
particular respect is that computabil
paradigm would produce will produce n
trivial polymorphic  viruses  whili
considering real program .

4. With respect of polymorphic ar
metamorphic viruses it can be stated
mutation process classification is an o)
problem .

5. There are various issues also relatec
guantum viral detection .

http: // www.ijesrt.com

ISSN: 2277-9655

6. There are various conflicting issues rele
to virus propagation model
7. ltis very typical to determine the malicio
behaviour by malysing th malicious codes.
8. There are various issues related to
classification of malicious code
9. There are various issues in exist
detection techniques regarding false posi
and false negative .
10. There are issues related with develog
high accuracy compilers to scan malicic
codes .
The issues mentioned above are crucial issue
those who want to explore the issue of malici
codes . The other important issue related to ¢
issue can be seen in while we see the proble
computer vius in biological domain actually tt
intension remains in this to map this towards
solution that can be obtain from biological doms
Nature provides protective measure to each sp
called the immune system that gives one
capability to defenditself . The foreign elemen
make attack on the body elements called non sl
self respectively .Various essential terms uses
immune system:---
1. Antigen--Foreign protein , attack
2. Antibody---make binding to antigen for the
destruction
It is just similar to scenario of computer virus t
external element or files contain malicious adg
in them like antigen that it is duty of our compu
immune system to make detection of that intrt
and make removal .It's inspiration can be takemfr
immune system and a specific activity can
performed as done by antibody for the detectio
computer virus and all this is to be done under
framework of artificial immune syster

A simple neural network

input hidden CUTDUT
layer | ayer |2y e=r

Fig . neural network [3]
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Neural networks and genetic algorithms are widely
used in this domain but the issue lies while seli-n
self factor is calculated the artificial immune t&ys
designing also includes various challenges thatesom
under open issue . The way by which proper
classification can be made between self and ndn-sel
must be traced properly to resolve the open issue i
biological domain .

Conclusion

In this paper various issues are discussed that
contains open problems of computer virology .
Mathematical domain that identifies and works for
computer viruses identification is defined with
limitations . Biological study of viruses and thei
mapping with computer viruses with open issues are
defined . This study will help to analyse the issfie
computer viruses and will be effective in term of
develop a defensive approach .
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